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GDPR 

The General Data Protection Regulation (GDPR) is a piece of EU-wide legislation which 

will determine how people’s personal data is processed and kept safe, and the legal 

rights individuals have in relation to their own data. It will apply from 25 May 2018 to 

organisations that process or handle personal data, including schools.  

 
The GDPR lays down a set of rules for processing of personal data (both structured 
manual records and digital records). It provides individuals (data subjects) with rights of 
access and security and requires users of data (data processors) to be open about how it 
is used and to follow “good information handling principles”. Guidance on the GDPR is 
available on the Information Commissioners Office website: https://ico.org.uk/for-
organisations/guide-to-the-general-data-protection-regulation-gdpr/ 
 
Introduction 
Painsley Catholic Academy is registered as a data controller with the Information 
Commissioners Office (ICO) to process personal information to enable us to provide 
education, training, welfare and educational support services, to administer school 
property; maintain our own accounts and records, undertake fundraising and to support 
and manage our employees.  We also use CCTV for security and the prevention and 
detection of crime and a biometric system for sixth form student access to the sixth form 
building. 
https://ico.org.uk/ESDWebPages/Entry/Z3332453 
 
Our MAC is “data rich” and the introduction of electronic storage and transmission of 
data, alongside paper records has created additional potential for the loss of data.  
Painsley MAC recognises that loss of personal data can have a damaging effect on 
individuals which may affect their personal, professional or organisational reputation.  It 
can also bring the MAC into disrepute and may result in disciplinary action and / or 
criminal prosecution.  To safeguard the data processed or held, Painsley MAC is subject 
to a wide range of legislation related to data protection and data use, with significant 
penalties for failure to observe the relevant legislation. 
 
Our MAC holds personal data on the pupils in our care, and increasingly this data is held 
digitally and is accessible not only in the schools/colleges but also from remote locations. 
It is important to stress that this policy applies to all forms of personal data, regardless of 
whether it is held on paper or in electronic format. For this reason, the security of data is 
given high priority. Given the personal and sensitive nature of much of the data held in 
our MAC, it is critical that we adopt these procedures and that information security 
applies equally and is the responsibility of everyone at all levels. 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/ESDWebPages/Entry/Z3332453
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The purpose of this policy is to provide information and process guidance on how 
Painsley MAC ensures the confidentiality and integrity of data by managing security, 
access, amendment and secure destruction. 

Policy Statement 

Painsley MAC will hold the minimum amount of personal information necessary to 
enable it to perform its functions and information will be erased once the need to hold it 
has passed. Every effort will be made to ensure that information is accurate, up to date 
and that inaccuracies are corrected without unnecessary delay. All personal data will be 
fairly obtained in accordance with Painsley MAC’s Privacy Notice which is available to all 
students, staff and Teaching School Alliance members. Data will be lawfully processed in 
accordance with the principles for processing personal data lawfully and fairly. 
 
1. The lawful basis on which we process data 
Public task - (Art. 6 GDPR (1) e https://gdpr-info.eu/art-6-gdpr/  
This is because we need to process personal data in order to: 

 Carry out a task in the public interest 
 Exercise our official authority 

Painsley MAC can process data for our schools to run properly, and to fulfil our official 
functions as set out in law. 

 

2. Principles for Processing Personal Data Lawfully and Fairly 
 

Painsley MAC is required to ensure that personal data is: 
• Processed lawfully, fairly and in a transparent manner  

o Policies relating to GDPR are published on our websites 
o Our Privacy Notice is available on our websites 
o Each school/college in the MAC is registered with the ICO as a data controller 

• Collected for specified, explicit and legitimate purposes  
o Details of the purposes of processing information and the lawful basis are in 

the introductory statements of this policy 
o Details of the purposes of processing information can be found on our 

registration document with the ICO (Appendix 1) 
• Adequate, relevant and limited to what is necessary  

o The types/classes of information that are processed can be found on our 
registration document with the ICO.  These include: 

 Personal details – see section 3 of this policy 
 Family details 
 Lifestyle and social circumstances 

https://gdpr-info.eu/art-6-gdpr/
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 Education and employment details 
 Financial details 
 Goods and services 
 Disciplinary and attendance records 
 Vetting checks 
 Visual images, personal appearance and behaviour 

o We may also process sensitive classes (special categories) of information that 
may include: 

 Physical or mental health details 
 Racial or ethnic origin 
 Religious or other beliefs 
 Trade union membership 
 Sexual life 
 Information about offences and alleged offences 
 Biometric data (thumb print access to sixth form building) 

• Accurate and, where necessary, kept up to date  
o Staff, parents and Teaching School Alliance members should ensure that the 

College is informed of any changes to personal details 
• Kept for no longer than is necessary for the purposes for which it was processed  

o As recommended by the ICO, the College uses the Information and Records 
Management Society’s ‘Toolkit for Schools’ to determine the retention period 
for all data. 

o We will only retain the data we collect for as long as it is necessary to satisfy 
the purpose for which it was collected. 

• Secure from unauthorised or unlawful processing and accidental loss, destruction or 
damage 

o Painsley MAC will do everything within its power to ensure the safety and 
security of any material of a personal or sensitive nature. It is the responsibility 
of all members of the MAC community to take care when handling, using or 
transferring personal data that it cannot be accessed by anyone who does not: 

 have permission to access that data 
 need to have access to that data. 

 
All transfer of data is subject to risk of loss or contamination. Anyone who has access to 
personal data must know, understand and adhere to this policy, which brings together 
the legal requirements contained in relevant data legislation and relevant regulations and 
guidance from the Local Authority.  
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3. Personal Data 

Painsley MAC and individuals will have access to a wide range of personal information 
and data. The data may be held in digital format or on paper records. Personal data is 
defined as any combination of data items that identifies an individual and provides 
specific information about them, their families or circumstances.  
 
We process personal information about pupils/students, and parents/carers including:  

 names, addresses, contact details, legal guardianship, contact details, health 
records 

• curricular/academic data e.g. class lists, pupil/student progress records, reports, 
references 

• any other information that might be disclosed by parents/carers or by other 
agencies working with families or staff members 

 
We process data relating to those we employ to work at or otherwise engage to work at 
our College.  The purpose of processing this data is to assist in the running of the MAC 
including to  

 enable individuals to be paid 

 facilitate safe recruitment 

 support the effective performance management of staff 

 improve the management of workforce data across the sector 

 inform our recruitment and retention policies 

 allow better financial modelling and planning 

 enable ethnicity and disability monitoring 

 support the work of the School Teachers’ Review Body 
This will include but is not limited to: 

 contact details 

 National Insurance numbers 

 Salary information 

 Qualifications 

 Absence data 

 Personal characteristics such as ethnic group 

 Medical information 

 Outcomes of disciplinary procedures 
 
The Teaching School Alliance processes the following data about its members 

 Name 

 Current school 

 Email address 
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 URN 

 Teacher number 
 

We will not share information about staff with third parties without consent unless the 
law allows us to.  We are required by law to pass certain information about staff to 
specified external bodies such as our local authority and the Department for Education so 
that they are able to meet their statutory obligations. 
Any member of staff wishing to see a copy of information about them that the MAC holds 
should contact the Data Protection Officer in the first instance. 

4. Responsibilities 

 
At Painsley Catholic College the Data Protection Officer is Mrs E Baskeyfield.   
Mrs E Baskeyfield, will keep up to date with current legislation and guidance and appoint 
the Information Asset Owners (IAOs). The Data Protection Officer will ensure that all staff 
are aware of their data protection obligations and oversee any queries related to the 
storing or processing of personal data.  Guidance for Managing Information Risk is 
available at http://www.nationalarchives.gov.uk/services/publications/information-
risk.pdf  
 
The College will identify Information Asset Owners (IAOs)  
 
IAO Information 

Mrs J Hambleton Medical Forms 
Care Plans 

Mrs L Hill Personnel Details, FSM 
Mrs L Machin School Draw Results 

Mrs C Mycock Work experience 
School reports 

Mrs S Whitworth Attendance 

Mr J Sanders Personnel – salaries, attendance of staff 
Mrs J Stewart-Lilley HR – recruitment, attendance, discipline etc. of staff 

Mr D Bullock/Ms C Oberman Looked after children, child protection 
Mrs S Davies SEN 

HOD / Pastoral Leads Academic progress, child specific information 

Mr C Snow Security of network  
Mrs J Brereton Teaching School Alliance data 

 
The IAOs will manage the information and will understand: 

• what information is held and for what purpose 

http://www.nationalarchives.gov.uk/services/publications/information-risk.pdf
http://www.nationalarchives.gov.uk/services/publications/information-risk.pdf
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• how information has been amended or added to over time 
• who has access to protected data and why 

 
Everyone in the school has the responsibility of handling protected or sensitive data in a 
safe and secure manner. Directors are required to comply fully with this policy in the 
event that they have access to personal data, when engaged in their role as a Director. 
 

5. Registration 

 
The College is registered as a Data Controller on the Data Protection Register held 
by the Information Commissioner, registration number ZA467250 

. https://ico.org.uk/ESDWebPages/Entry/ZA467250 
 
6. Privacy Notice/Fair Processing  

Information to Parents / Carers – the “Privacy Notice” (Appendix 2) 
 
Under the “Fair Processing” requirements in the GDPR, the College will inform parents / 
carers of all students of the type of data they hold on the students, the purposes for 
which the data is held and the third parties (eg LA, DCSF, QCA, Connexions etc) to whom 
it may be passed. 
 
This privacy processing notice and the privacy notice supplementary information will be 
distributed to all parents / people with parental responsibility. Parents / carers of young 
people who are new to the school will be provided with the privacy notice and the 
privacy notice supplementary information which details 3rd parties which we are required 
to share information with. 
 
The privacy notice and the privacy notice supplementary information are also posted on 
the college web site on the safeguarding page. http://www.painsley.co.uk/parents-
students/safeguarding/  
 
7. Consent 
As the Painsley MAC has determined that the lawful basis on which we process data is 
‘Public task’, this means that there will be few circumstances when we’ll need to seek 
consent.  These will be situations where it is not necessary for us to process the personal 
data to fulfil our function as a College, such as 

 using photographs of pupils/students on our website or other promotional 
material such as the newsletter 

https://ico.org.uk/ESDWebPages/Entry/ZA467250
http://www.painsley.co.uk/parents-students/safeguarding/
http://www.painsley.co.uk/parents-students/safeguarding/
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 sending marketing material to prospective students/parents/Teaching Schools 
Alliance members 

For permission such as this, we will request consent from students/parents in a clear and 
unambiguous manner. See Appendix 3 for Photography Consent  
 
The MAC does not need to seek consent in situations that are covered by other lawful 
bases e.g. 

 Sharing child protection concerns and records with the appropriate people or 
agencies 

 Submitting census data to the Department for Education 
 Sharing assessment data with other teachers, to allow you to moderate work 

Nor for other types of consent, as the rules only apply to personal data. Therefore 
consent for the following will remain the same e.g. a specific letter with attached consent 
form. 

 School trips 
 Showing pupils a specific video in a lesson 
 Pupils using specialist equipment e.g. in food technology or art 

 
8. Third Party personal data processing  

Any third parties which process data on behalf of Painsley MAC should also meet the 
GDPR requirements. This means any existing contracts and new contracts will be 
reviewed to ensure they cover all the required points.  This includes providers such as 
insurers and payroll. These contracts will need to reflect the GDPR requirements. 

9. Training & Awareness 
 
All staff will receive data handling awareness/data protection training and will be made 
aware of their responsibilities, as described in this policy through:  
• Induction training for new staff 
• Staff meetings/ briefings/ Inset training 
• Day to day support and guidance from Information Asset Owners 

10. Secure Storage of and Access to Data 
 

Paper files are kept in securely locked storage.  Only those who have been given 
authorisation by the Data Protection Officer or the Senior Leadership Team to access 
those files may do so.  The purpose of access may be for filing, retrieval of files to forward 
to another school or to seek information held on that file.  Files should not routinely be 
removed from the storage area.  Where a file is removed for examination it should be 
returned to its correct position expediently. 
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The MAC will ensure that ICT systems are set up so that the existence of protected files 
are hidden from unauthorised users and that users will be assigned a clearance that will 
determine which files are accessible to them. Access to sensitive data will be controlled 
according to the role of the user. Members of staff will not, as a matter of course, be 
granted access to the whole management information system (SIMs). 
 
All users will be given secure user names and strong passwords which must be changed 
regularly (see the MAC’s ICT Security Policy 
http://www.painsley.co.uk/files/policies/policy_files/ICT%20Security%20Policy%20painsl
ey.pdf ). User names and passwords must never be shared. Personal data may only be 
accessed on machines that are securely password protected. Any device that can be used 
to access data must be locked if left (even for very short periods) and set to auto-lock if 
not used for five minutes. All storage media must be stored in an appropriately secure 
and safe environment that avoids physical risk, loss or electronic degradation. 
 
Personal data can only be stored on MAC equipment (this includes computers and 
portable storage media). Private equipment (i.e. owned by the users) must not be used 
for the storage of personal data. When personal data is stored on any portable computer 
system, USB stick or any other removable media: 

• the data must be encrypted and password protected and 
• the device must be password protected (many memory sticks / cards and other 
mobile devices cannot be password protected) 
• the device must offer approved virus and malware checking software (memory 
sticks will not provide this facility) 
• the data must be securely deleted from the device, in line with College policy 
(below) once it has been transferred or its use is complete 

 
The MAC does not allow data protectively marked as 1 or higher to be stored on removal 
media such as memory sticks, even if encrypted. The MAC has clear policy and 
procedures for the automatic backing up, accessing and restoring of all data held on 
College systems, including off-site backups (see ICT Security Policy).  All paper based 
sensitive material must be held in lockable storage. See Appendix 4 – Use of technologies 
and Protective marking 
 
Painsley MAC recognises that data subjects have a number of rights in connection with 
their personal data, the main one being the right of access. Procedures are in place to 
deal with Subject Access Requests i.e. a written request to see all or a part of the 
personal data held by the data controller in connection with the data subject. Data 
subjects have the right to know: if the data controller holds personal data about them; a 

http://www.painsley.co.uk/files/policies/policy_files/ICT%20Security%20Policy%20painsley.pdf
http://www.painsley.co.uk/files/policies/policy_files/ICT%20Security%20Policy%20painsley.pdf
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description of that data; the purpose for which the data is processed; the sources of that 
data; to whom the data may be disclosed; and a copy of all the personal data that is held 
about them.  The MAC has 1 month to comply with any request and will not charge for 
this.  

Secure Transfer of Data and Access Out of College 

Painsley MAC recognises that personal data may be accessed by users out of school, or 
transferred to the LA or other agencies. In these circumstances: 

• Users may not remove or copy sensitive or personal data from the school or 
authorised premises without permission and unless the media is encrypted and 
password protected and is transported securely for storage in a secure location.  
• Users must take particular care that computers or removable devices which 
contain personal data must not be accessed by other users (e.g. family members) 
when out of school/college. 
• When sensitive or personal data is required by an authorised user from outside 
the organisation’s premises (for example, by a member of staff to work from their 
home), they should only access it via a secure remote connection to the 
management information system or learning platform 

 
If secure remote access is not possible, users must only remove or copy personal or 
sensitive data from the organisation or authorised premises if the storage media, 
portable or mobile device is encrypted and is transported securely for storage in a secure 
location: 

• Users must protect all portable and mobile devices, including media, used to 
store and transmit personal information using approved encryption software. 
• Particular care should be taken if data is taken or transferred to another country, 
particularly outside Europe, and advice should be taken from the local authority in 
this event. (nb: to carry encrypted material is illegal in some countries) 
 

Transfer to a new school 
If a pupil moves school, the transfer of electronic files will be done via the DfE Secure 
Access portal.  Paper files will be sent via recorded delivery and a receipt is included 
which must be returned, to confirm it has been received. 

 
11. Subject Access Requests See Appendix 4 for Subject Access Request form. 
 
Individuals have the right to access the personal data and supplementary information 
you hold about them. This right applies to everyone whose personal data your school 
holds, including staff, governors, volunteers, parents and pupils.  This information will be 
provided free of charge and the MAC has 1 month to comply with this request.  The 
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information will be provided in a commonly used electronic format if the request has 
been made electronically.  The Data Protection Officer for the individual school/college 
will deal with all subject access requests.  Individuals may still submit requests to other 
members of staff.  There should be forwarded to the Data Protection Officer.  Staff 
members should know how to identify a request e.g. parents may not use the term 
‘subject access request’ but might ask to see their child’s behaviour record.  This is 
personal data so these rules apply. 

 On receiving a request, the individual will be contacted via phone to confirm the 
request was made and the identity of the person making a request will be verified 
using ‘reasonable means’.  E.g. two forms of identification may be requested, 
although this won’t always be necessary - for example, staff, governors and pupils 
will be known to the school, so you could simply ask another staff member to 
verify their identity. 

 In most cases the information will be provided within 1 month, and free of charge. 
If the request is complex or numerous, the school/college can comply within 3 
months, but the individual will be informed of this within 1 month with an 
explanation about why the extension is necessary 

 If the request is made electronically, the information will be provided in a 
commonly used electronic format 

School holidays are counted in the response time; if a request is receive in the school 
holidays, the same time-frame will still apply. 

'Unfounded or Excessive' Requests 
If the request is unfounded or excessive, the school/college can either: 

 Charge a reasonable fee for to comply, based on the administrative cost of 
providing the information 

 Refuse to respond 
 Comply within 3 months, rather than the usual deadline of 1 month - the individual 

will be informed of this within 1 month with an explanation about why the 
extension is necessary  

Usually 'unfounded or excessive' means that the request is repetitive, or asks for further 
copies of the same information. 
 
Refusing a Request 
When a request is refused we will: 

 Respond to the individual within 1 month 
 Explain why we are refusing the requests 
 Tell the individual they have the right to complain to the ICO 
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12.   Disposal of Data 
 

The MAC will comply with the requirements for the safe destruction of personal data 
when it is no longer required. The disposal of sensitive data, in either paper or electronic 
form, must be conducted in a way that makes reconstruction highly unlikely. Electronic 
files must be securely overwritten, in accordance with government guidance and other 
media must be shredded, incinerated or otherwise disintegrated for data.  
 
As recommended by the ICO, the Academy uses the Information and Records 
Management Society’s ‘Toolkit for Schools’ to determine the retention period for all data.  
https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-
9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf  
 
13.  Right to Erasure 
Under Article 17 of the GDPR individuals have the right to have personal data erased. 

This is also known as the ‘right to be forgotten’. The right is not absolute and only 
applies in certain circumstances. 

When does the right to erasure apply? 

Individuals have the right to have their personal data erased if: 
 the personal data is no longer necessary for the purpose which it was originally 

collected or processed  
 you have to do it to comply with a legal obligation  (e.g. following recommended 

retention periods) 

When does the right to erasure not apply? 

The right to erasure does not apply if processing is necessary for one of the following 
reasons: 

 to exercise the right of freedom of expression and information 
 to comply with a legal obligation 
 for the performance of a task carried out in the public interest or in the exercise 

of official authority 
 for the establishment, exercise or defense of legal claims 

 
For full information about Right to Erasure please see the ICO website: 
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-
gdpr/individual-rights/right-to-erasure/ 
 
 

https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf
https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-erasure/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-erasure/
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Appendix 1 
 
Registration with the ICO 
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Appendix 2 
 
Privacy Notices 
 
Privacy notice for parents/carers 
 
Under data protection law, individuals have a right to be informed about how the school uses any personal data that we hold about them. We 
comply with this right by providing ‘privacy notices’ (sometimes called ‘fair processing notices’) to individuals where we are processing their 
personal data. 
This privacy notice explains how we collect, store and use personal data about pupils.  We, Painsley Catholic College, are the ‘data controller’ 
for the purposes of data protection law.  Our data protection officer is Mrs Baskeyfield (see ‘Contact us’ below).   
 

The personal data we hold 
Personal data that we may collect, use, store and share (when appropriate) about pupils includes, but is not restricted to:  

 Contact details, contact preferences, date of birth, identification documents 

 Results of internal assessments and externally set tests 

 Pupil and curricular records 

 Exclusion information 

 Attendance information 

 Photographs 

 CCTV images captured in College  
 

Special categories of data that we may collect, use, store and share (when appropriate) about pupils includes, but is not restricted to: 

 Characteristics, such as religious beliefs, ethnic background, eligibility for free school meals, or special educational needs 

 Details of any medical conditions, including physical and mental health 

 Safeguarding information 

 Details of any support received, including care packages, plans and support providers 

 Biometric information (used for secure entry to Sixth Form building, processed under Article 9 (2) a, where ‘the subject has given explicit 
consent to the processing of those personal data for one or more specified purposes’) 
 

We may also hold data about pupils that we have received from other organisations, including other schools, local authorities and the 
Department for Education. 
 

Why we use this data 
We use this data to: 

 Support pupil learning 

 Monitor and report on pupil progress 

 Provide appropriate pastoral care 

 Protect pupil welfare 

 Assess the quality of our services 

 Administer admissions waiting lists 

 Carry out research 

 Comply with the law regarding data sharing 
 

Our legal basis for using this data 
We collect and use pupil information under Article 6 GDPR (1) e ‘Public Task’ https://gdpr-info.eu/art-6-gdpr/. This is because we need to 
process personal data in order to: 
 

 Carry out a task in the public interest 

 Exercise our official authority 
 

Painsley Catholic College can process data for our school to run properly, and to fulfil our official functions as set out in law. 
 
Less commonly, we may also process pupils’ personal data in situations where: 
 

 We have obtained consent to use it in a certain way 

 We need to protect the individual’s vital interests (or someone else’s interests) 
 
Where we have obtained consent to use pupils’ personal data, this consent can be withdrawn at any time. We will make this clear when we ask 
for consent, and explain how consent can be withdrawn. 
 

Collecting this information 
While the majority of information we collect about pupils is mandatory, there is some information that can be provided voluntarily.  Whenever we 
seek to collect information from you or your child, we make it clear whether providing it is mandatory or optional. If it is mandatory, we will 
explain the possible consequences of not complying. 
 

How we store this data  
We keep personal information about pupils while they are attending our school. We may also keep it beyond their attendance at our school if 
this is necessary in order to comply with our legal obligations. Our Data Protection and Information Security Policy explains that the College 

https://gdpr-info.eu/art-6-gdpr/
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uses the Information and Records Management Society’s toolkit for school, which sets out how long we keep information about pupils: 
https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-
CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf 

 
Data sharing 
We do not share information about pupils with any third party without consent unless the law and our policies allow us to do so.  Where it is 
legally required, or necessary (and it complies with data protection law) we may share personal information about pupils with: 
 

 Our local authority – to meet our legal obligations to share certain information with it, such as safeguarding concerns and exclusions 

 The Department for Education 

 The pupil’s family and representatives 

 Educators and examining bodies 

 Our regulator, e.g. Ofsted 

 Suppliers and service providers – to enable them to provide the service we have contracted them for 

 Financial organisations 

 Central and local government 

 Our auditors 

 Survey and research organisations 

 Health authorities 

 Security organisations 

 Health and social welfare organisations 

 Professional advisers and consultants 

 Charities and voluntary organisations 

 Police forces, courts, tribunals 

 Professional bodies 
 
From time to time the school is required to pass on some of this data to local authorities, the Department for Education (DfE), and to agencies 
that are prescribed by law, such as Ofsted, the Department of Health (DH), and Primary Care Trusts (PCT). All these are data controllers for the 
information they receive.  The data must only be used for specific purposes allowed by law. 
 
The Local Authority (LA) uses information about children for whom it provides services to carry out specific functions for which it is 
responsible, for example, the assessment of any special educational needs the child may have and careers advice. It also uses the information 
to derive statistics to inform decisions on, for example, the funding of schools, and to assess the performance of schools and set targets for 
them. The statistics are used in such a way that individual children cannot be identified from them. For further information please see or contact: 
www.staffordshire.gov.uk/education/yourdata 
Information Governance Unit, Staffordshire County Council, St Chad’s Place, Stafford, ST16 2LR. 
 
The Qualifications and Curriculum Development Agency (QCDA) uses information about pupils to administer the national curriculum 
assessments portfolio throughout Key Stages 1 to 3. This includes both assessments required by statute and those that are optional. The 
results of these are passed on to DfE to compile statistics on trends and patterns in levels of achievement. The QCDA uses the information to 
evaluate the effectiveness of the national curriculum and the associated assessment arrangements, and to ensure that these are continually 
improved. For further information please see or contact: 
www.qcda.gov.uk 
Data Protection Officer, Qualifications and Curriculum Development Agency, 53-55 Butts Road, Earlsdon Park, Coventry CV1 3BH 
 
Ofsted uses information about the progress and performance of pupils to help inspectors evaluate the work of schools, to assist schools in their 
self-evaluation, and as part of Ofsted’s assessment of the effectiveness of education initiatives and policy. Ofsted also uses information about 
the views of children and young people to inform children’s services inspections in local authority areas. Inspection reports do not identify 
individual pupils. For further information please see or contact: 
www.ofsted.gov.uk 
Data Protection Officer, Aviation House, 125 Kingsway, London WC2B 6SE 
 
Primary Care Trusts (PCT) use information about pupils for research and statistical purposes, to monitor the performance of local health 
services and to evaluate and develop them. The statistics are used in such a way that individual pupils cannot be identified from them. 
Information on the height and weight of individual pupils may however be provided to the child and its parents and this will require the PCTs to 
maintain details of pupils’ names for this purpose for a period designated by the Department of Health following the weighing and measuring 
process. PCTs may also provide individual schools and LAs with aggregate information on pupils’ height and weight. For further information 
please see or contact: 
www.nhs.uk/England/AuthoritiesTrusts/Pct/Default.aspx 
 
The Department of Health (DH) uses aggregate information (at school year group level) about pupils' height and weight for research and 
statistical purposes, to inform, influence and improve health policy and to monitor the performance of the health service as a whole. The DH will 
base performance management discussions with Strategic Health Authorities on aggregate information about pupils attending schools in the 
PCT areas to help focus local resources. The Department of Health will also provide aggregate PCT level data to the Healthcare Commission 
for performance assessment of the health service. For further information please see or contact: 
www.dh.gov.uk 
Data Protection Officer at Skipton House 80 London Road London SE1 6LH 
 
The Department for Education (DfE) uses information about pupils for research and statistical purposes to inform, influence and improve 
education policy and to monitor the performance of the education service as a whole. The DfE will feedback to LAs and schools information 
about their pupils for a variety of purposes that will include data checking exercises, use in self-evaluation analyses and where information is 
missing because it was not passed on by a former school. The DfE will also provide Ofsted with pupil data for use in school inspection. Where 
relevant, pupil information may also be shared with post-16 learning institutions to minimise the administrative burden on application for a 
course and to aid the preparation of learning plans.  Pupil information may be matched with other data sources that the Department holds in 

https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf
https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf
http://www.nhs.uk/England/AuthoritiesTrusts/Pct/Default.aspx
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order to model and monitor pupils’ educational progression; and to provide comprehensive information back to LAs and learning institutions to 
support their day to day business. The DfE may also use contact details from these sources to obtain samples for statistical surveys. These 
surveys may be carried out by research agencies working under contract to the Department and participation in such surveys is usually 
voluntary. The Department may also match data from these sources to data obtained from statistical surveys. 
 
Pupil data may also be shared with other government departments and agencies (including the Office for National Statistics) for statistical or 
research purposes only. In all these cases the matching will require that individualised data is used in the processing operation, but that data will 
not be processed in such a way that it supports measures or decisions relating to particular individuals or identifies individuals in any results. 
This data sharing will be approved and controlled by the Department’s Chief Statistician. The DfE may also disclose individual pupil information 
to independent researchers into the educational achievements of pupils who have a legitimate need for it for their research, but each case will 
be determined on its merits and subject to the approval of the Department’s Chief Statistician. For further information please see or contact: 
www.DfE.gov.uk 
Data Protection Officer, DfE, Sanctuary Buildings, Great Smith Street, London, SW1P 3BT 
 
National Pupil Database 
We are required to provide information about you to the Department for Education (a government department) as part of data collections such 
as the school census.  
Some of this information is then stored in the National Pupil Database, which is managed by the Department for Education and provides 
evidence on how schools are performing. This, in turn, supports research. 
The database is held electronically so it can easily be turned into statistics. The information it holds is collected securely from schools, local 
authorities, exam boards and others.  
The Department for Education may share information from the database with other organisations which promote children’s education or 
wellbeing in England. These organisations must agree to strict terms and conditions about how they will use your data. 
You can find more information about this on the Department for Education’s webpage on how it collects and shares research data. 
You can also contact the Department for Education if you have any questions about the database.  
 
Youth support services 
Once our pupils reach the age of 13, we are legally required to pass on certain information about them to Staffordshire youth support services, 
as it has legal responsibilities regarding the education or training of 13-19 year-olds. This information enables it to provide youth support 
services, post-16 education and training services, and careers advisers. Parents/carers, or pupils once aged 16 or over, can contact our data 
protection officer to request that we only pass the individual’s name, address and date of birth to Staffordshire youth support services. 
 
 
Transferring data internationally 
Where we transfer personal data to a country or territory outside the European Economic Area, we will do so in accordance with data protection 
law. 
 

Parents and pupils’ rights regarding personal data 
Individuals have a right to make a ‘subject access request’ to gain access to personal information that the school holds about them.  
Parents/carers can make a request with respect to their child’s data where the child is not considered mature enough to understand their rights 
over their own data (usually under the age of 12), or where the child has provided consent.  Parents also have the right to make a subject 
access request with respect to any personal data the school holds about them. 
 
If you make a subject access request, and if we do hold information about you or your child, we will: 
 

 Give you a description of it 

 Tell you why we are holding and processing it, and how long we will keep it for 

 Explain where we got it from, if not from you or your child 

 Tell you who it has been, or will be, shared with 

 Let you know whether any automated decision-making is being applied to the data, and any consequences of this 

 Give you a copy of the information in an intelligible form 
 
Individuals also have the right for their personal information to be transmitted electronically to another organisation in certain circumstances. 
If you would like to make a request please contact our data protection officer. 
 
Other rights 
Under data protection law, individuals have certain rights regarding how their personal data is used and kept safe, including the right to: 
 

 Object to the use of personal data if it would cause, or is causing, damage or distress 

 Prevent it being used to send direct marketing 

 Object to decisions being taken by automated means (by a computer or machine, rather than by a person) 

 In certain circumstances, have inaccurate personal data corrected, deleted or destroyed, or restrict processing 

 Claim compensation for damages caused by a breach of the data protection regulations  
 
To exercise any of these rights, please contact our data protection officer. 
 

Complaints 
We take any complaints about our collection and use of personal information very seriously. 
If you think that our collection or use of personal information is unfair, misleading or inappropriate, or have any other concern about our data 
processing, please raise this with us in the first instance. 
To make a complaint, please contact our data protection officer directly. 
Alternatively, you can make a complaint to the Information Commissioner’s Office: 

 Report a concern online at https://ico.org.uk/concerns/ 

 Call 0303 123 1113 

https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/contact-dfe
https://ico.org.uk/concerns/
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 Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF 
 

Contact us 
If you have any questions, concerns or would like more information about anything mentioned in this privacy notice, please contact our data 
protection officer: 

 Mrs Baskeyfield  
Email: LBA@painsley.staffs.sch.uk 
Telephone: 01538 714944 
Write to: Painsley Catholic College, Station Road, Cheadle, ST10 1LH 
 

 

Privacy notice for pupils 
  
You have a legal right to be informed about how our school uses any personal information that we hold about you. To comply with this, we 
provide a ‘privacy notice’ to you where we are processing your personal data.   
This privacy notice explains how we collect, store and use personal data about you. We, Painsley Catholic College are the ‘data controller’ for 
the purposes of data protection law.  Our data protection officer is Mrs Baskeyfield (see ‘Contact us’ below).   
 

The personal data we hold 
We hold some personal information about you to make sure we can help you learn and look after you at school. For the same reasons, we get 
information about you from some other places too – like other schools, the local council and the government.  
 
This information includes:  

 Your contact details 

 Your test results 

 Your attendance records 

 Details of any behaviour issues or exclusions 

 Photographs 

 CCTV images 
 
Special categories data include: 

 Your characteristics, like your ethnic background or any special educational needs 

 Any medical conditions you have 

 Safeguarding information 

 Details of any support received, including care packages, plans and support providers 

 Biometric information (used by sixth formers for secure entry to sixth form building) 
 

 

Why we use this data 
We use this data to help run the school, including to: 

 Get in touch with you and your parents when we need to 

 Check how you’re doing in exams and work out whether you or your teachers need any extra help 

 Track how well the school as a whole is performing  

 Look after your wellbeing  
 

Our legal basis for using this data 
We collect and use pupil information under Article 6 GDPR (1) e ‘Public Task’ https://gdpr-info.eu/art-6-gdpr/. This is because we need to 
process personal data in order to: 
 

 Carry out a task in the public interest 

 Exercise our official authority 
 

Sometimes, we may also use your personal information where: 
 

 You, or your parents/carers have given us permission to use it in a certain way 

 We need to protect your interests (or someone else’s interest) 
 

Where we have got permission to use your data, you or your parents/carers may withdraw this at any time. We will make this clear when we ask 
for permission, and explain how to go about withdrawing consent. 
 
Some of the reasons listed above for collecting and using your information overlap, and there may be several grounds which mean we can use 
your data. 
 

Collecting this information 
While in most cases you, or your parents/carers, must provide the personal information we need to collect, there are some occasions when you 
can choose whether or not to provide the data. 
We will always tell you if it’s optional. If you must provide the data, we will explain what might happen if you don’t. 
 

 
 

mailto:LBA@painsley.staffs.sch.uk
https://gdpr-info.eu/art-6-gdpr/
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How we store this data 
We keep personal information about pupils while they are attending our Cchool. We may also keep it beyond their attendance at our school if 
this is necessary in order to comply with our legal obligations. Our Data Protection and Information Security Policy explains that the College 
uses the Information and Records Management Society’s toolkit for school, which sets out how long we keep information about pupils. 
https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-
CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf 

 
Data sharing 
We do not share personal information about you with anyone outside the school without permission from you or your parents/carers, unless the 
law and our policies allow us to do so. 
Where it is legally required, or necessary for another reason allowed under data protection law, we may share personal information about you 
with: 

 Our local authority – to meet our legal obligations to share certain information with it, such as safeguarding concerns and exclusions 

 The Department for Education 

 The pupil’s family and representatives 

 Educators and examining bodies 

 Our regulator, e.g. Ofsted 

 Suppliers and service providers – to enable them to provide the service we have contracted them for 

 Financial organisations 

 Central and local government 

 Our auditors 

 Survey and research organisations 

 Health authorities 

 Security organisations 

 Health and social welfare organisations 

 Professional advisers and consultants 

 Charities and voluntary organisations 

 Police forces, courts, tribunals 

 Professional bodies 
 
From time to time the school is required to pass on some of this data to local authorities, the Department for Education (DfE), and to agencies 
that are prescribed by law, such as the Ofsted, the Department of Health (DH), Primary Care Trusts (PCT). All these are data controllers for the 
information they receive.  The data must only be used for specific purposes allowed by law. 
 
The Local Authority (LA) uses information about children for whom it provides services to carry out specific functions for which it is 
responsible, for example, the assessment of any special educational needs the child may have and careers advice. It also uses the information 
to derive statistics to inform decisions on, for example, the funding of schools, and to assess the performance of schools and set targets for 
them. The statistics are used in such a way that individual children cannot be identified from them. For further information please see or contact: 
www.staffordshire.gov.uk/education/yourdata 
Information Governance Unit, Staffordshire County Council, St Chad’s Place, Stafford, ST16 2LR. 
 
The Qualifications and Curriculum Development Agency (QCDA) uses information about pupils to administer the national curriculum 
assessments portfolio throughout Key Stages 1 to 3. This includes both assessments required by statute and those that are optional. The 
results of these are passed on to DfE to compile statistics on trends and patterns in levels of achievement. The QCDA uses the information to 
evaluate the effectiveness of the national curriculum and the associated assessment arrangements, and to ensure that these are continually 
improved. For further information please see or contact: 
www.qcda.gov.uk 
Data Protection Officer, Qualifications and Curriculum Development Agency, 53-55 Butts Road, Earlsdon Park, Coventry CV1 3BH 
 
Ofsted uses information about the progress and performance of pupils to help inspectors evaluate the work of schools, to assist schools in their 
self-evaluation, and as part of Ofsted’s assessment of the effectiveness of education initiatives and policy. Ofsted also uses information about 
the views of children and young people to inform children’s services inspections in local authority areas. Inspection reports do not identify 
individual pupils. For further information please see or contact: 
www.ofsted.gov.uk 
Data Protection Officer, Aviation House, 125 Kingsway, London WC2B 6SE 
 
Primary Care Trusts (PCT) use information about pupils for research and statistical purposes, to monitor the performance of local health 
services and to evaluate and develop them. The statistics are used in such a way that individual pupils cannot be identified from them. 
Information on the height and weight of individual pupils may however be provided to the child and its parents and this will require the PCTs to 
maintain details of pupils’ names for this purpose for a period designated by the Department of Health following the weighing and measuring 
process. PCTs may also provide individual schools and LAs with aggregate information on pupils’ height and weight. For further information 
please see or contact: 
www.nhs.uk/England/AuthoritiesTrusts/Pct/Default.aspx 
 
The Department of Health (DH) uses aggregate information (at school year group level) about pupils' height and weight for research and 
statistical purposes, to inform, influence and improve health policy and to monitor the performance of the health service as a whole. The DH will 
base performance management discussions with Strategic Health Authorities on aggregate information about pupils attending schools in the 
PCT areas to help focus local resources. The Department of Health will also provide aggregate PCT level data to the Healthcare Commission 
for performance assessment of the health service. For further information please see or contact: 
www.dh.gov.uk 
Data Protection Officer at Skipton House 80 London Road London SE1 6LH 
 

https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf
https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf
http://www.nhs.uk/England/AuthoritiesTrusts/Pct/Default.aspx
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The Department for Education (DfE) uses information about pupils for research and statistical purposes to inform, influence and improve 
education policy and to monitor the performance of the education service as a whole. The DfE will feedback to LAs and schools information 
about their pupils for a variety of purposes that will include data checking exercises, use in self-evaluation analyses and where information is 
missing because it was not passed on by a former school. The DfE will also provide Ofsted with pupil data for use in school inspection. Where 
relevant, pupil information may also be shared with post-16 learning institutions to minimise the administrative burden on application for a 
course and to aid the preparation of learning plans.  Pupil information may be matched with other data sources that the Department holds in 
order to model and monitor pupils’ educational progression; and to provide comprehensive information back to LAs and learning institutions to 
support their day to day business. The DfE may also use contact details from these sources to obtain samples for statistical surveys. These 
surveys may be carried out by research agencies working under contract to the Department and participation in such surveys is usually 
voluntary. The Department may also match data from these sources to data obtained from statistical surveys. 
 
Pupil data may also be shared with other government departments and agencies (including the Office for National Statistics) for statistical or 
research purposes only. In all these cases the matching will require that individualised data is used in the processing operation, but that data will 
not be processed in such a way that it supports measures or decisions relating to particular individuals or identifies individuals in any results. 
This data sharing will be approved and controlled by the Department’s Chief Statistician. The DfE may also disclose individual pupil information 
to independent researchers into the educational achievements of pupils who have a legitimate need for it for their research, but each case will 
be determined on its merits and subject to the approval of the Department’s Chief Statistician. For further information please see or contact: 
www.DfE.gov.uk 
Data Protection Officer, DfE, Sanctuary Buildings, Great Smith Street, London, SW1P 3BT 
 
National Pupil Database 
We are required to provide information about you to the Department for Education (a government department) as part of data collections such 
as the school census.  
Some of this information is then stored in the National Pupil Database, which is managed by the Department for Education and provides 
evidence on how schools are performing. This, in turn, supports research. 
The database is held electronically so it can easily be turned into statistics. The information it holds is collected securely from schools, local 
authorities, exam boards and others.  
The Department for Education may share information from the database with other organisations which promote children’s education or 
wellbeing in England. These organisations must agree to strict terms and conditions about how they will use your data. 
You can find more information about this on the Department for Education’s webpage on how it collects and shares research data. 
You can also contact the Department for Education if you have any questions about the database.  
 
Youth support services 
Once you reach the age of 13, we are legally required to pass on certain information about you to Staffordshire youth support services, as it has 
legal responsibilities regarding the education or training of 13-19 year-olds.  This information enables it to provide youth support services, post-
16 education and training services, and careers advisers.  Your parents/carers, or you once you’re 16, can contact our data protection officer to 
ask us to only pass your name, address and date of birth to Staffordshire youth support services. 
 
Transferring data internationally 
Where we share data with an organisation that is based outside the European Economic Area, we will protect your data by following data 
protection law. 
 

Your rights 
How to access personal information we hold about you 
You can find out if we hold any personal information about you, and how we use it, by making a ‘subject access request’, as long as we judge 
that you can properly understand your rights and what they mean. 
 
If we do hold information about you, we will: 
 

 Give you a description of it 

 Tell you why we are holding and using it, and how long we will keep it for 

 Explain where we got it from, if not from you or your parents 

 Tell you who it has been, or will be, shared with 

 Let you know if we are using your data to make any automated decisions (decisions being taken by a computer or machine, rather than 
by a person) 

 Give you a copy of the information 
 
You may also ask us to send your personal information to another organisation electronically in certain circumstances.  
If you would like to make a request please contact our data protection officer. 
 
Your other rights over your data 
You have other rights over how your personal data is used and kept safe, including the right to: 
 

 Say that you don’t want it to be used if this would cause, or is causing, harm or distress 

 Stop it being used to send you marketing materials 

 Say that you don’t want it used to make automated decisions (decisions made by a computer or machine, rather than by a person) 

 Have it corrected, deleted or destroyed if it is wrong, or restrict our use of it 

 Claim compensation if the data protection rules are broken and this harms you in some way 
 

Complaints 
We take any complaints about how we collect and use your personal data very seriously, so please let us know if you think we’ve done 
something wrong. 
You can make a complaint at any time by contacting our data protection officer directly. 
You can also complain to the Information Commissioner’s Office in one of the following ways: 

https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/contact-dfe
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 Report a concern online at https://ico.org.uk/concerns/ 

 Call 0303 123 1113 

 Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF 
 

Contact us 
If you have any questions, concerns or would like more information about anything mentioned in this privacy notice, please contact our data 
protection officer: 

 Mrs Baskeyfield  
Email: LBA@painsley.staffs.sch.uk 
Telephone: 01538 714944 
Write to: Painsley Catholic College, Station Road, Cheadle, ST10 1LH 
 

 
Privacy notice for staff 
Under data protection law, individuals have a right to be informed about how the school uses any personal data that we hold about them. We 
comply with this right by providing ‘privacy notices’ (sometimes called ‘fair processing notices’) to individuals where we are processing their 
personal data. 
This privacy notice explains how we collect, store and use personal data about staff.  We, Painsley Catholic College are the ‘data controller’ for 
the purposes of data protection law.  Our data protection officer is Mrs Baskeyfield (see ‘Contact us’ below).   
 

The personal data we hold 
We process data relating to those we employ, or otherwise engage, to work at our school. Personal data that we may collect, use, store and 
share (when appropriate) about you includes, but is not restricted to: 

 Contact details 

 Date of birth, marital status and gender 

 Next of kin and emergency contact numbers 

 Salary, annual leave, pension and benefits information 

 Bank account details, payroll records, National Insurance number and tax status information 

 Recruitment information, including copies of right to work documentation, references and other information included in a CV or cover 
letter or as part of the application process 

 Qualifications and employment records, including work history, job titles, working hours, training records and professional memberships 

 Performance information 

 Outcomes of any disciplinary and/or grievance procedures 

 Absence data 

 Copy of driving licence 

 Photographs 

 CCTV footage 

 Data about your use of the school’s information and communications system 
 
We may also collect, store and use information about you that falls into "special categories" of more sensitive personal data. This includes 
information about (where applicable): 

 Race, ethnicity, religious beliefs, sexual orientation and political opinions 

 Trade union membership 

 Health, including any medical conditions, and sickness records 
 

Why we use this data 
The purpose of processing this data is to help us run the school, including to: 

 Enable you to be paid 

 Facilitate safe recruitment, as part of our safeguarding obligations towards pupils 

 Support effective performance management 

 Inform our recruitment and retention policies 

 Allow better financial modelling and planning 

 Enable ethnicity and disability monitoring 

 Improve the management of workforce data across the sector 

 Support the work of the School Teachers’ Review Body 
 

Our lawful basis for using this data 
We collect and use pupil information under Article 6 GDPR (1) e ‘Public Task’ https://gdpr-info.eu/art-6-gdpr/. This is because we need to 
process personal data in order to: 
 

 Carry out a task in the public interest 

 Exercise our official authority 

 Fulfil a contract we have entered into with you 
 

Less commonly, we may also use personal information about you where: 

 You have given us consent to use it in a certain way 

 We need to protect your vital interests (or someone else’s interests)  
 
Where you have provided us with consent to use your data, you may withdraw this consent at any time. We will make this clear when requesting 
your consent, and explain how you go about withdrawing consent if you wish to do so. 

https://ico.org.uk/concerns/
mailto:LBA@painsley.staffs.sch.uk
https://gdpr-info.eu/art-6-gdpr/


E Baskeyfield Painsley MAC  

 Page 23 of 28 

Some of the reasons listed above for collecting and using personal information about you overlap, and there may be several grounds which 
justify the College’s use of your data. 

 
Collecting this information 
While the majority of information we collect from you is mandatory, there is some information that you can choose whether or not to provide to 
us. 
Whenever we seek to collect information from you, we make it clear whether you must provide this information (and if so, what the possible 
consequences are of not complying), or whether you have a choice. 
 

How we store this data  
We create and maintain an employment file for each staff member. The information contained in this file is kept secure and is only used for 
purposes directly relevant to your employment. 
Once your employment with us has ended, we will retain this file and delete the information in it in accordance with our Data Protection and 
Information Security Policy which explains that the College uses the Information and Records Management Society’s toolkit for school, which 
sets out how long we keep information about pupils. https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-
9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf 
 

Data sharing 
We do not share information about you with any third party without your consent unless the law and our policies allow us to do so.  Where it is 
legally required, or necessary (and it complies with data protection law) we may share personal information about you with: 

 Our local authority – to meet our legal obligations to share certain information with it, such as safeguarding concerns  

 The Department for Education 

 The Diocese 

 Your family or representatives 

 Educators and examining bodies 

 Our regulator; Ofsted 

 Suppliers and service providers – to enable them to provide the service we have contracted them for, such as payroll 

 Financial organisations 

 Central and local government 

 Our auditors 

 Survey and research organisations 

 Trade unions and associations 

 Health authorities 

 Security organisations 

 Health and social welfare organisations 

 Professional advisers and consultants 

 Charities and voluntary organisations 

 Police forces, courts, tribunals 

 Professional bodies 

 Employment and recruitment agencies 
 
Transferring data internationally 
Where we transfer personal data to a country or territory outside the European Economic Area, we will do so in accordance with data protection 
law. 
 

Your rights 
How to access personal information we hold about you 
Individuals have a right to make a ‘subject access request’ to gain access to personal information that the school holds about them. 
If you make a subject access request, and if we do hold information about you, we will: 

 Give you a description of it 

 Tell you why we are holding and processing it, and how long we will keep it for 

 Explain where we got it from, if not from you 

 Tell you who it has been, or will be, shared with 

 Let you know whether any automated decision-making is being applied to the data, and any consequences of this 

 Give you a copy of the information in an intelligible form 

  
You may also have the right for your personal information to be transmitted electronically to another organisation in certain circumstances.   
If you would like to make a request please contact our data protection officer. 
 
Your other rights regarding your data 
Under data protection law, individuals have certain rights regarding how their personal data is used and kept safe. You have the right to: 

 Object to the use of your personal data if it would cause, or is causing, damage or distress 

 Prevent your data being used to send direct marketing 

 Object to the use of your personal data for decisions being taken by automated means (by a computer or machine, rather than by a 
person) 

 In certain circumstances, have inaccurate personal data corrected, deleted or destroyed, or restrict processing 

 Claim compensation for damages caused by a breach of the data protection regulations  
To exercise any of these rights, please contact our data protection officer. 
 

Complaints 
We take any complaints about our collection and use of personal information very seriously. 
If you think that our collection or use of personal information is unfair, misleading or inappropriate, or have any other concern about our data 
processing, please raise this with us in the first instance. 

https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf
https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf
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To make a complaint, please contact our data protection officer directly. 
Alternatively, you can make a complaint to the Information Commissioner’s Office: 

 Report a concern online at https://ico.org.uk/concerns/ 

 Call 0303 123 1113 

 Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF 
 

Contact us 
If you have any questions, concerns or would like more information about anything mentioned in this privacy notice, please contact our data 
protection officer: 

 Mrs Baskeyfield  
Email: LBA@painsley.staffs.sch.uk 
Telephone: 01538 714944 
Write to: Painsley Catholic College, Station Road, Cheadle, ST10 1LH 
 

 
Privacy notice for Teaching Schools Alliance members 
Under data protection law, individuals have a right to be informed about how the school uses any personal data that we hold about them. We 
comply with this right by providing ‘privacy notices’ (sometimes called ‘fair processing notices’) to individuals where we are processing their 
personal data. 
This privacy notice explains how we collect, store and use personal data about Teaching Schools Alliance.  We, Painsley Catholic College are 
the ‘data controller’ for the purposes of data protection law.  Our data protection officer is Mrs Baskeyfield (see ‘Contact us’ below).   
 

The personal data we hold 
We process data relating to those we employ, or otherwise engage, to work at our school. Personal data that we may collect, use, store and 
share (when appropriate) about you includes, but is not restricted to: 

 Contact details 

 Current School 

 Teacher number 

 URN 

 CCTV footage 
 

Why we use this data 
The purpose of processing this data is to help us run the school, including to: 

 To offer training and development opportunities 
 
 

Our lawful basis for using this data 
We collect and use pupil information under Article 6 GDPR (1) e ‘Public Task’ https://gdpr-info.eu/art-6-gdpr/. This is because we need to 
process personal data in order to: 
 

 Carry out a task in the public interest 

 Exercise our official authority 

 Fulfil a contract we have entered into with you 
 

Less commonly, we may also use personal information about you where: 

 You have given us consent to use it in a certain way 

 We need to protect your vital interests (or someone else’s interests)  
 
Where you have provided us with consent to use your data, you may withdraw this consent at any time. We will make this clear when requesting 
your consent, and explain how you go about withdrawing consent if you wish to do so. 
Some of the reasons listed above for collecting and using personal information about you overlap, and there may be several grounds which 
justify the College’s use of your data. 

 
Collecting this information 
While the majority of information we collect from you is mandatory, there is some information that you can choose whether or not to provide to 
us. 
Whenever we seek to collect information from you, we make it clear whether you must provide this information (and if so, what the possible 
consequences are of not complying), or whether you have a choice. 
 

How we store this data  
We create and maintain an employment file for each staff member. The information contained in this file is kept secure and is only used for 
purposes directly relevant to your employment. 
Once your employment with us has ended, we will retain this file and delete the information in it in accordance with our Data Protection and 
Information Security Policy which explains that the College uses the Information and Records Management Society’s toolkit for school, which 
sets out how long we keep information about pupils. https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-
9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf 
 

Data sharing 
We do not share information about you with any third party without your consent unless the law and our policies allow us to do so.  Where it is 
legally required, or necessary (and it complies with data protection law) we may share personal information about you with: 

 Our local authority – to meet our legal obligations to share certain information with it, such as safeguarding concerns  

https://ico.org.uk/concerns/
mailto:LBA@painsley.staffs.sch.uk
https://gdpr-info.eu/art-6-gdpr/
https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf
https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf
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 The Department for Education 

 Police forces, courts, tribunals 
 

Your rights 
How to access personal information we hold about you 
Individuals have a right to make a ‘subject access request’ to gain access to personal information that the school holds about them. 
If you make a subject access request, and if we do hold information about you, we will: 

 Give you a description of it 

 Tell you why we are holding and processing it, and how long we will keep it for 

 Explain where we got it from, if not from you 

 Tell you who it has been, or will be, shared with 

 Let you know whether any automated decision-making is being applied to the data, and any consequences of this 

 Give you a copy of the information in an intelligible form 

  
You may also have the right for your personal information to be transmitted electronically to another organisation in certain circumstances.   
If you would like to make a request please contact our data protection officer. 
 
Your other rights regarding your data 
Under data protection law, individuals have certain rights regarding how their personal data is used and kept safe. You have the right to: 

 Object to the use of your personal data if it would cause, or is causing, damage or distress 

 Prevent your data being used to send direct marketing 

 Object to the use of your personal data for decisions being taken by automated means (by a computer or machine, rather than by a 
person) 

 In certain circumstances, have inaccurate personal data corrected, deleted or destroyed, or restrict processing 

 Claim compensation for damages caused by a breach of the data protection regulations  
To exercise any of these rights, please contact our data protection officer. 
 

Complaints 
We take any complaints about our collection and use of personal information very seriously. 
If you think that our collection or use of personal information is unfair, misleading or inappropriate, or have any other concern about our data 
processing, please raise this with us in the first instance. 
To make a complaint, please contact our data protection officer directly. 
Alternatively, you can make a complaint to the Information Commissioner’s Office: 

 Report a concern online at https://ico.org.uk/concerns/ 

 Call 0303 123 1113 

 Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF 
 

Contact us 
If you have any questions, concerns or would like more information about anything mentioned in this privacy notice, please contact our data 
protection officer: 

 Mrs Baskeyfield  
Email: LBA@painsley.staffs.sch.uk 
Telephone: 01538 714944 
Write to: Painsley Catholic College, Station Road, Cheadle, ST10 1LH 
 

 

https://ico.org.uk/concerns/
mailto:LBA@painsley.staffs.sch.uk
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Appendix 3 
 
Photography Consent 
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Appendix 4 
 
Subject Access Request form 
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Use of technologies and Protective Marking 
 
The following (from Becta) provides a useful guide: 
 

 The Information 
 

The Technology Notes on Protect Markings (Impact 
Level) 

School life 
and events 
 

School terms, holidays, training 
days, the curriculum, extra-
curricular activities, events, 
displays of pupils work, 
lunchtime menus, extended 
services, parent consultation 
events 

Common practice is to use 
publically accessible technology 
such as school websites or 
portal, emailed newsletters, 
subscription text services 

Most of this information will fall into the NOT 
PROTECTIVELY MARKED (Impact Level 0) 
category. 
 

Learning and 
achievement 
 

Individual learner’s academic, 
social and behavioural 
achievements, progress with 
learning, learning behaviour, 
how parents can support their 
child’s learning, assessments, 
attainment, attendance, 
individual and personalised 
curriculum and educational 
needs. 
 

Typically Colleges will make 
information available by 
parents logging on to a system 
that provides them with 
appropriately secure access, 
such as a 
Learning Platform or portal, or 
by communication to a 
personal device or email 
account belonging to the 
parent. 
 

Most of this information will fall into the 
PROTECT (Impact Level 2) category. There 
may be learners whose personal data 
requires a RESTRICTED marking (Impact Level 
3) or higher. For example, the home address 
of a child at risk. In this case, the College 
may decide not to make this learners record 
available in this way. 

Messages 
and alerts 
 

Attendance, behavioural, 
achievement, sickness, school 
closure, transport  
arrangements, 
and other information that it 
may be important to inform 
or contact a parent about as 
soon as possible. This may be 
particularly important when it is 
necessary to contact a parent 
concerning information that may 
be considered too sensitive to 
make available using other 
online means. 
 

Email and text messaging are 
commonly used by 
schools to contact and keep 
parents informed. 
Where parents are 
frequently accessing 
information online then 
systems e.g. Learning Platforms 
or portals, might be used to 
alert parents to 
issues via dashboards” of 
information, or be used to 
provide further detail and 
context. 
 

Most of this information will fall into the 
PROTECT (Impact Level 1) category. 
However, since it is not practical to encrypt 
email or text messages to parents, schools 
should not send detailed personally 
identifiable information. 
 
General, anonymous alerts about schools 
closures or transport arrangements 
would fall into the NOT PROTECTIVELY 
MARKED (Impact Level 0) category. 

 


