
  



E-Safety  
There are many steps you need to take to help ensure you are safe online; this includes 
everything from virus protection to checking you have an up-to-date internet browser. 

Recommendations 
Anti-virus Check that you have anti-virus installed and that the firewall protection is 
turned on. There are many free anti-virus, anti-malware and anti-spyware programs that 
can be used and most of them are very good. From Windows 8 onwards they are part of 
the operating system. Make sure the anti-virus programs are up-to-date. If you are using a 
laptop offline, connect it regularly to the internet to update the anti-virus definitions.  

Operating system Always ensure that your operating system is up-to date. For more 
information on how to turn on automatic updates in Windows please visit the Microsoft 
website. 

Internet Browser A modern browser is integral to your safety online, features such as 
Phishing protection, help you to avoid giving out personal information to sites posing as a 
legitimate site.  

Peer 2 Peer and Torrents Peer 2 Peer programs such as uTorrent, BitTorrent or Vuse are 
notoriously dangerous and a high risk area for infecting your PC with viruses and spyware. 
Whilst they do offer many legal uses, Peer 2 Peer programs generally are used to share 
illegal files and often files posing as movies or music actually contain viruses. 

Email Many antivirus programs come with an included plug-in that can scan emails as they 
are received to alert you of potentially dangerous material. Additionally, online email 
providers such as Hotmail, Gmail and those offered by your internet service provider offer 
online email attachment virus scanning.  

It is always best practice to not open attachments in emails sent by an unknown address. 

SMART Rules 
Safe   Keep safe by being careful not to give out personal information – such as 

your name, email, phone number, home address, or school name – to 
people who you don’t trust or don’t recognise online. 

Meeting  Meeting someone you have only been in touch with online can be 
dangerous. Only do so with your parents’ or carers’ permission and even 
then only when they can be present. 

Accepting Accepting emails, IM messages, or opening files, pictures or texts from 
people you don’t know or trust can lead to problems – they may contain 
viruses or nasty messages! 

Reliable  Someone online may be lying about who they are, and information you find 
on the internet may not be reliable. 

Tell   Tell your parent, carer or a trusted adult if someone or something makes 
you feel uncomfortable or worried. You can report online abuse to the police 
at: www.thinkuknow.co.uk. 

http://www.thinkuknow.co.uk/


 

 

Passwords 
Whilst many people may 
think that they are 
secure online if their 
computers and accounts 
have password 
protection, it is possible 
that these passwords 
may be predictable and 
easily broken. 
Additionally, with access 
to your social 
networking profile, 
password recovery 
questions can be 
calculated. For example, 
if your mother is listed 
as such on Facebook and 
her profile lists her 
maiden name this 
information could be 
used to recover login 
information to many 
sites. Listed below, in no 
particular order, are 
some of the most 
common passwords that 
are easily guessed and 
should not be used. 

10. starwars 

9. 111111 

8. monkey 

7. 1qaz2wsx 

6. qwerty 

5. football 

4. letmein 

3. abc123 

2. password 

1. 123456 

Mobile 
 

Browsing the internet on a mobile phone has become a 
daily occurrence, allowing us all to go online whilst on 
the move. When at home using the family PC we can 
protect our Children, but when utilizing mobile internet 
on such phones as an iPhone, Blackberry or Android 
device we have very little control on the content that is 
seen or downloaded. 

 
So how can we keep our children safe online when using 
mobile technology? This will be down to the operating 
system that is installed on the phone. There is iOS for 
iPhone, BlackBerry OS for BlackBerry’s and Android 
which is used on many devices such as HTC, Samsung 
galaxy and others. Some of these operating systems will 
have parental controls built-in, but will be very limited in 
the features they offer. To find out how to access these 
features, either see the manual that came with your 
phone or do an internet search for parental controls for 
your device. 
Using the in-built controls will give you a bit of peace of 
mind, however if you want to block a lot more on the 
phone then you will be best off by purchasing an app to 
do the job. A quick internet search brought up the 
following paid for apps: Norton Family Parental Control, 
Net Nanny, NetSanity or Mobicip. These will either come 
with a one-off fee, or a monthly/yearly subscription. You 
will need to research which one is best for you, gives the 
features you need at a cost that is right. There are many 
more out there, free or paid, and others which are 
possibly supplied by your internet service provider that 
will be included in your home phone/mobile package.  
As well as having Parental Controls on a mobile device, it 
is also recommended that an anti-virus is installed to run 
alongside it. A mobile phone is basically a small 
computer, and as such is susceptible to being infected by 
a virus or malware.  



 

What does Painsley do  
 

Painsley aims to provide a safe and secure environment for 
learning. This involves new technologies which allow the 
education of young people staff and members of the Painsley 
community in how to stay safe in an on-line world. 
 

1. Provide and maintain a secure and safe ICT environment 
in College that is still able to provide for the best 
opportunities for people to engage with and use the 
most up to date ICT systems and learning resources. 

2. Systematically monitor the use of these systems 
rigorously and take action immediately when breaches in 
ICT security policy take place. 

3. Systematically record and monitor e-safety incidents. 

4. Provide forums for the development and improvement 
of e-safety practice. 

5. Provide training and resources as and when required, 
tailored to personal requirements. 

6. Embed e-safety into the College culture. 

7. Consider the impact of remote technologies. 

8. Engage with our community’s use of ICT outside of 
College and take responsibility for e-safety incidents that 
occur. 

 

 

 

 

 

 

 

 

 

 

  



to Promote E-Safety? 
 
E-safety Statement 
Pupils must be made aware of the academic and real dangers when using the Internet, both in 

College and at home.   

 

1. In lessons where internet use is pre-planned, it is best practice that students should be guided 

to sites checked as suitable for their use and that processes are in place for dealing with any 

unsuitable material that is found in internet searches. 

2. Where students are allowed to freely query the internet using search engines, staff should be 

vigilant in monitoring the content of the websites that are visited.  

3. From time to time, for good educational reasons, students may need to research topics that 

would normally result in internet searches being blocked. In such a situation, staff can request 

that the Network Manager can temporarily remove those sites from the filtered list for the 

period of study.  

4. Students should be taught in all lessons to be critically aware of the materials / content they 

access on-line and be guided to validate the accuracy of information 

5. Students should be taught to acknowledge the source of information used and to respect 

copyright when using material accessed on the internet. 

6. When using digital images, staff should inform and educate students about the risks associated 

with the taking, use, sharing, publication and distribution of images. In particular, they should 

recognise the risks attached to publishing their own images on the internet especially when 

posted on social networking sites. 

7. Staff are allowed to take digital images and video of students to support educational aims. It is 

essential that they follow College policies concerning the sharing, distribution and publication 

of any images. Images should only be taken on College equipment. A member of Staff’s 

personal equipment should not be used for such purposes. 

8. Staff should ensure that students are appropriately dressed when taking digital images or 

video and that they and are not participating in activities that might bring the individuals or the 

College into disrepute.  

9. Students must not take, use, share, publish or distribute images of others without their 

permission. 

10. Photographs published on the internet that include students must be selected carefully and 

comply with good practice guidance on the use of such images.  

11. Students full names must not be used anywhere on a website or blog, particularly in 

association with photographs. 

12. Written permission from parents or carers will be obtained before photographs of students are 

published on the College website (this is covered as part of the AUP signed by parents or carers 

at the start of their time at Painsley). Student’s work can only be published with the 

permission of the parents or carers. The office keeps a list of those students whose parents 

have not given permission to publish their child’s images. 

  



Social Networking 
 

Do not include any of your personal information when browsing 
social networking websites such as Facebook or Twitter, and 
remember to modify your privacy settings so only your ‘friends’ 
can see your profile. 

Do not assume that a friend request from what appears to be 
someone you know is genuine. It is not difficult for someone to 
set up a false profile for another person with an image taken 
from elsewhere online. Always confirm it with the person by 
other means such as a known e-mail address, text message or phone call. 

Never include information such as your address, mobile phone number and other personal 
contact information in your profile.  

The use of private logins with passwords when using a shared computer is highly 
recommended as this will secure your documents and keep your private social networking 
safe. 

Only post information that you are comfortable with others seeing and knowing about you. 
Many people can see your page, including your parents, your teachers, the police, the 
College you might want to apply to next year, or the job you might want to apply for in five 
years. 

Be wary if a new online friend wants to meet you in person. Before you decide to meet 
someone, do your research: Ask whether any of your friends know the person, and see 
what background you can dig up through online search engines. If you decide to meet 
them, be smart about it: Meet in a public place, during the day, with friends you trust. Tell 
an adult or a responsible sibling where you’re going, and when you expect to be back. 

Trust your instincts if you have suspicions. If you feel threatened by someone or 
uncomfortable because of something online, tell an adult you trust and report it to the 
police and the social networking site. You could end up preventing someone else from 
becoming a victim. 

Downloads  

 

Many people download music, films and software from the internet, and whilst many 
artists, film studios and application developers do allow their material to be freely 
distributed most of the time you will be committing a criminal offence when doing so. 

As well as music and movies there are lots of legitimate software venders who produce 
useful free software but have it loaded with adverts, PUP (potentially unwanted programs) 
and Malware (malicious software); this ensures the developer money, but usually ensures 
the end user much trouble. 

  



 

 
 

Golden Rules for 

Parents 
 

1. Keep the computer in a 

family room rather than in 

a child's bedroom. 

 

2. Keep personal information 

confidential. 

 

3. Get to know the services 

and websites that your 

child uses. 

 

4. Don't believe everything 

you read or see online. 

 

5. Encourage children to tell 

you about anything they 

find that is suggestive, 

obscene, threatening or 

makes them feel 

uncomfortable. 

 

6. Don't immediately blame 

the child if they receive or 

access something obscene. 

 

7. Try to get to know your 

child's online friends as 

you would their other 

friends. 

 

8. Try not to use the PC or the 

Internet as an electronic 

babysitter. 

 

E-Bullying 

 

E-Bullying is a big concern for parents and College staff. 

It can distress many students and therefore should not be 

dealt with any differently. 

The internet gives bullies another 

means to abuse their victims. Experts 

on bullying believe that any bullies 

tend to lack good communication 

skills and therefore the impersonal 

nature of email and social media sites 

make an ideal tool for them to victimise others. 

Unfortunately, it is not immediately possible to check the 

origin of an email, the best advice is: 

 If a name is not familiar it may be safer not to open 

the email. 

 If the sender is a known bully, ignore it and inform a 

responsible adult straight away. 

 If the bullying happens through a personal email 

account, report it to the sender’s email account 

provider. 

 If it is not obvious who the sender is and there is 

continual bullying using email, then there are tools to 

trace senders. If this is a problem contact the College. 

 If the email bullying is occurring within the College, 

then this should be dealt with through the anti-

bullying policy.  

Online Protection 

Whilst online it is important to ensure that your 
computer is protected from outside threats. 

This means having an active firewall and up to date 
antivirus software running in the background. The 
antivirus software should be set to run scheduled scans 
on a regular basis. You can still get caught out but 
making sure you have this in place helps reduce the 
possibility of infection. 

To find out more don’t forget to check out the E-safety 
policy documentation which can be obtained from 

www.painsley.co.uk -> Parent & student -> College 
policies -> E Safety policy
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